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Abstract

Autonomous penetration testing agents require relevant security knowledge at each turn. Vocabulary mismatch
causes retrieval performance to vary across query types, while existing evaluations fail to distinguish delivery from
execution failures. We propose a retrieval layer combining learned sparse retrieval, dense embeddings, and a backlink
graph via weighted Reciprocal Rank Fusion (RRF), alongside separate measures of delivery accuracy and action
fidelity. Experiments suggest that multi-signal fusion offsets individual weaknesses and improves robustness across
query types. A 42% delivery - action gap persisted despite complete knowledge delivery, suggesting a potential
cognitive bottleneck in the underlying language model.
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Approach Measurement unit | Vocabulary mismatch Prompt delivery Action linkage

Lexical retrieval [3] Document rank Weak Out of scope Out of scope
Learned sparse retrieval [4][5] Document rank Strong Out of scope Out of scope
Dense retrieval [6][7] Document rank Strong Out of scope Out of scope
Graph-augmented retrieval [10][11] Document rank Moderate Out of scope Out of scope
RAG evaluation [12] Answer faithfulness Not applicable Not measured QOut of scope
Pentesting agent [1] Final task success Not applicable Not measured Aggregate only

This work Prompt and tool call Strong Delivery accuracy Action fidelity
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Path Signal

Strength Limitation addressed by others

BM25 [3] Lexical overlap

Exact tokens, identifiers

Fails without shared tokens

SPLADE++
(Splade_PP_en_v2) [4][5]

Learned sparse |Exact tokens plus contextual expansion

Weaker on rare identifiers

Dense (all-mpnet-base-v2, Semantic simiariy

Paraphrase and synonym queries

Weaker on exact strings

768-d) [6]-8]
Backlink graph Link structure Co-retrieval of related techniques Depends on sparse-path seeds
RRF [9] Rank-only fusion Scale-invariant combination Requires ranked lists from paths
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Table 9. Delivery accuracy and action fidelity
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Task Vulnerability Delivery accuracy | Action gate Observed behaviour
XBEN-006 SQL injection 1.00 1.00 Tool executed at turn 1
XBEN-009 SSTI 1.00 0.70 Correct tool at turn 4 after recon
XBEN-057 Deserialization 1.00 0.70 Correct tool at turn 4 after recon
XBEN-005 IDOR / JWT 1.00 0.50 IDOR used, JWT escalation never attempted
XBEN-020 SSRF 1.00 0.00 Evidence ranked first, recon only, no tool call
Mean 1.00 0.58 Delivery-action gap 0.42
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