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A Quantitative Al Security Risk Assessment and Integrated
Security Framework for Generative Al-Enabled Smart Cities
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Abstract

The rapid adoption of generative Al has significantly improved the operational efficiency and service quality of
smart cities. However, Al introduces new security threats, including prompt injection, data poisoning, and model drift,
which cannot be effectively addressed by conventional security approaches. This study compares smart city security
models in South Korea, the United States, the United Kingdom, Japan, and Canada, and derives Al security
requirements by integrating the OWASP LLM Top 10, NIST AI Risk Management Framework (Al RMF), and
Microsoft Al Risk Assessment. A quantitative Al security risk assessment model based on Prompt Injection Risk,
Data Poisoning Risk, and Model Drift Severity is proposed, together with an integrated Al security framework. The
proposed framework provides a practical foundation for quantitative Al risk assessment and risk-informed
decision-making in generative Al-enabled smart cities.
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Canada Data Governance and Privacy Medium Insufficient operational evaluation indicators
Japan loT Security and Risk Management Low Model drift not considered
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Table 6. Synthetic input dataset for Al security risk assessment

Al security risk . . Used in
indicator Input variable Synthetic input data Data source equation
o Total Al requests 100 requests Al Request
Prompt injeation risk Policy-violating responses 8 responses logs Eq. (1)
Baseline dataset Free Flovx{: 330
T Moderate: 3,300 -
distribution C ied: 3400 Traffic
Data poisoning risk ongested: o, sensor Eqg. 2
Free Flow: 2,000 data :
Retraining dataset distribution Moderate: 3,000
Congested: 5,000
95% (Baseline)
Model docuracy — 91% (Current) Al model
Model drift severity F1-score g%f?éﬁlr'pgt) performance Eq. B
Explainabiliy 92% (Baseline) meltics
b — 84% (Current)
Al decision Egg:gg é ggof
L ratio by region . ey Regional
Algorithmic bias risk Region C: 45% Al decision outcomes Eaq. @)
Overall average 60°%
decision ratio °
Prompt injection = 0.30
Integrated Al risk . . Data poisoning = 0.25 Risk
score llustrative weights Model drift = 0.20 indicator weights Ea. ©
Algorithmic bias = 0.25
E7OA Eo HYILE 25t AlgeolMd 2 Holef 2 AN Zaf
Table 7. Simulation input data and calculation results for a security risk assessment
Step Simulation scenario Risk indicator] ~ Simulation input data Data source Risk Reoommended
acore action
A malicious user . )
repeatedly submits prompts|  Prompt TOtal. Al rgqugsts- Al 0.080 Strengthen Input
0) ) o L 100Policy-violating request | validation and Al
to manipulate traffic signal | injection risk i Al(1) o
. responses: 8 logs policy filtering
operations.
Abnormal traffic sensor Baseline: free flow 3,300,
data are continuously Data Moderate 3,300, Congested Traffic Verify data integrity
- : ’ 0.064
@ | collected due to sensor poisoning 3,400Poisoned: Free flow Sensor Al2) and suspend Al
malfunction or a poisoning risk 2,000, Moderate 3,000, data o model retraining
attack. Congested 5,000
- . Accuracy 95% — .
Long-term Qperatlon Model dif 919%F 1-score M% — Al model 0,054 Retrain the Al
® causes a decline in Al ) o N~ i performance N model and improve
severity 88%Explainability 92% — . Al(3)
model performance. 819, metrics model performance
Traffic signals are Region A 75% Redional A Review faimess
repeatedly prioritized for a | Algorithmic Region B 58% 0 L 0.150
® RN . o , o decision N and rebalance
specific district, resulting in| bias risk Region C 45% Al(4) L
. ) . o outcomes training data
unfair_service allocation. Overall average 60%
Individual Al security risk| . . . Pe“"fm .mtegralted
. . Integrated Al [llustrative weights Risk security inspection
indicators are integrated to| . o 0.088
® i risk score Pl 0.30, DP 0.25, MD indicator | and support
estimate the overall Al . . . Al(5) )
o (llustrative) 0.20, Bias 0.25 weights operational
security risk level. e )
decision—-making
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Table 8. Definition, risk thresholds, and applications of generative Al security risk indicators

Risk Indicator Measurement objective lllustrative risk threshold Operational response
Measures the proportion of Al ) Detect policy violations,
. Low: <0.05 o
o responses affected by malicious . strengthen prompt validation,
Prompt injection risk o . : Medium: 0.05 - 0.10 .
prompt injection using Al input/output o and perform administrator
High: >0.10 .
logs. review.
Data boisonin Measures abnormal changes in Low: <0.05 Verify data integrity and
P g training data distribution using KL Medium: 0.05-0.10 suspend Al retraining when
risk . o
Divergence. High: >0.10 necessary.
Model drif Measures Al model degradation Low: <0.03 Determine the timing for model
severit based on Accuracy, F1-score, and Medium: 0.03 - 0.07 retraining and performance
y Explainability changes. High: >0.07 optimization.
Measures fairness by evaluating Low: <0.10 Review faimess and rebalance
Algorithmic bias risk | deviations among different regions or Medium: 0.10 - 0.20 -
o training data.
user groups. High: >0.20
. < joriti i
Integrated Evaluates the overall Al security risk L OV\,/ 0.05 Priortize Al security regponses
Al risk by integrating individual risk indicators Medium: 0.05 - 010 and support operationa
y Integrating ) High: >0.10 decision-making.

9 A EoRdSE 7IE ¥ 3ot

Table 9. Al Security risk classification and response guidelines

Risk score Level Meaning Action

0.00 -0.05 Low Normal operation Continuous _monitoring

0.05-0.10 Moderate Increased risk Administrator review

0.10-0.20 High Immediate action required Model retraining / Data verification
>0.20 Critical Al service at risk Suspend Al service & incident response
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